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Forensic Analysis of APT Attacks based on 
Unsupervised Machine Learning 
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individual field value in the 
event. Each data item is treated based on its type as 
following : 

 

 
 

 

 

 

 
 Select a numeric field to analyze in the packet. 
 Select a statistical measurement to detect outliers. The 

proper metric is selected based on the distribution of the 
data to be analyzed as follows: 

 Standard Deviation : This method is appropriate If 
the data exhibits a normal distribution. Since the 

standard deviation method centers on the mean, 
it is more impacted by outliers. 

 Median Absolute Deviation : This method applies 
a stricter interpretation of outliers than standard 
deviation because the measurement centers on the 
median and uses Median Absolute Deviation 
(MAD) instead of standard deviation. 

 Specify the threshold multiplier to identify the outlier 
envelop. 

 

 

 

1) Categorize the network traffic by service. 
2) For each service, apply unsupervised machine learning 

to detect abnormal traffic. In this context, three 
algorithms are evaluated: Histogram (probabilistic-
based), standard deviation, and medium absolute 
deviation (outlier-detection based) algorithms (see Fig. 
2). 

3) Post-analyze the detected values to determine the in- 
fected machine and predict the detailed scenario for 
forensic analysis. 

 

 



 
 

   

 
 
 

 
 

 

 

 

 

 

 

  

 
 

 

 
 

 
 

 

 



 
 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm DR FPR 
Histogram 81.3% 3% 

Standard Deviation 90% 2% 
Median Absolute Deviation 74% 33.4% 

Histogram & Standard Deviation 100% 1.7% 

Algorithm DR FPR 
Histogram 77% 10% 

Standard Deviation 78% 12.4% 
Median Absolute Deviation 96% 1.2% 

Histogram & Standard Deviation 79% 4% 



 
 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 
 

   

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
     

 
 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

 

 
 

 

 
     

 
     


