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Abstract

Instant messaging applications has already taken the place of traditional Short Messaging Service (SMS) and Multimedia Messaging
Service (MMS) due to their popularity and usage easement they provide. Users of instant messaging applications are able to send both
text and audio messages, different types of attachments such as photos, videos, and contact information to their contacts in real time.
Because of instant messaging applications use internet instead of Short Message Service Technical Realization (GSM), they are free to
use and they only require internet connection which is the most common way of communication today. The critical point here is
providing privacy of these messages in order to prevent any vulnerable points for hackers and cyber criminals. According to the latest
research by PricewaterhouseCoopers, percentage of global cyber attacks is increased to 48% with 42.8 million detected incidents.
Another report that is published by security company Postini indicates that 90% of instant messaging targeted threats are highly
destructive worms. In this study, instant messaging applications encryption methods are comparatively presented. Instant messaging
applications are investigated considering three different target platforms: (1) Desktop clients, (2) web clients, and (3) mobile phone
clients. Instant messaging applications are compared through the critical criteria that most research studies emphasize: (1) Text
conversation over internet, (2) text conversation after encryption, and (3) text conversation after enabling Secure Sockets Layer (SSL).
Finally, authors highlight key requirements of a secure instant messaging application should provide.
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Ozet

Anlik mesajlasma uygulamalari, kolay kullanimlar1 ve popiilaritelerinden dolay1 geleneksel Kisa Mesajlasma Servisi (SMS) ve Coklu
Medya Mesajlasma Servisi (MMS)'in yerini aldi. Anlik mesajlasma uygulama kullanicilari, bu uygulamalar araciligiyla metin, ses
mesajlari, fotograf, video, kisi bilgisi gibi ¢esitli tiirlerdeki ekleri arkadaslariyla gergek zamanli olarak paylasabilmektedir. Anlik
mesajlagsma uygulamalar1 Kisa Mesaj Servisi Teknik Gerceklemesi (GSM) yerine sadece giliniimiizde en ¢ok kullanilan iletisim arac1
olan internete ihtiya¢ duydugundan dolay1 ticretsizdir. Buradaki kritik nokta, siber saldirganlarina ve bilgisayar korsanlarina karsi
herhangi agik nokta birakmamak i¢in bu mesajlarin giivenliginin saglanmasidir. PricewaterhouseCoopers tarafindan yapilan son rapora
gore, 2014 yilinda tespit edilen uluslararas: siber saldirilar sayisi 42.8 milyona ¢ikarak %48'e yiikselmistir. Postini giivenlik sirketi
tarafindan yayinlanan bagka bir rapor ise anlik mesajlasmay1 hedefleyen tehditlerin %90'min oldukga yikict soluncanlar oldugunu
belirtmektedir. Bu g¢alismada, anlik mesajlasma uygulamalarmin sifreleme yontemleri karsilastirmali olarak sunulmustur. Anlik
mesajlasma uygulamalari ii¢ farkli platform géz 6niine alinarak incelenmistir: (1) Masaiistii istemcileri, (2) web istemcileri ve (3) mobil
telefon istemcileri. Anlik mesajlasma uygulamalari, bircok aragtirmada en g¢ok iizerinde durulan kritik kriterler olan (1) internet
iizerinden metin doniisiimil, (2) sifreleme sonras1 metin doniisiimii ve (3) Giivenli Girig Katmani (SSL) kullanildiktan sonra yapilan
metin doniisiimiine gore karsilastirilmistir. Son olarak yazarlar, giivenli bir mesajlasma uygulamasinda bulunmasi gereken kritik
gereksinimleri vurgulamustir.

Anahtar Kelimeler: Anlik mesajlasma, adli bilisim, mesaj sifreleme, mobil giivenlik

. internet connection, (2) there is no restriction on the length or the
1. Introduction number of messages, (3) they automatically import contacts on
mobile phone or another service they support, and (4) they
provide users to create richer profiles. Instant messaging
applications always top download lists for different platforms. For
example, WhatsApp! —a cross-platform instant messaging
application acquired by Facebook? - is currently (January 2015)
the most popular third application on Google Play Store® — the

Instant messaging applications let users to send both text and
audio messages, different types of attachments such as photos,
videos and contact information in real time. Most of instant
messaging applications provide two types of communication: (1)
peer-to-peer, (2) group chat. Advantages of instant messaging
applications can be listed as: (1) They are free and just require
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official application market for Android. According to the recent
report of Technoduce*, WhatsApp is the most popular instant
messaging application with 450 million active monthly users
(“Infographic Top 10 Most Popular Instant Messaging Apps In
The World,” 2014). Similarly, Facebook Messenger — official
messenger application of Facebook - is the most popular second
application on Google Play Store with more than 500 million
downloads as January 2015. The key reason behind this
popularity is that instant messaging applications use internet
instead of Short Message Service Technical Realization (GSM),
they are free to use and they only require internet connection
which is the most common way of communication today.
According to the latest research by PricewaterhouseCoopers
(“Global Information Security Survey: 2015 Results by Industry,”
2015), average of global cyber attacks is increased to 48% with
42.8 million detected incidents. According to a recent report by
security company Postini® (“Instant messaging targeted for
malicious worm attack,” 2006), instant messaging threats are
increased by 1700% in 2005 and 90% of these threats are highly
destructive worms. According to Sanchez J. (Sanchez, 2014),
most of these highly-popular instant messaging applications
including WhatsApp have some known vulnerabilities.

Yusof and Abidin (Yusof and Abidin, 2011) propose a secure
model for instant messaging by adding additional “secure model”
and apply a hash algorithm to encrypt the path between
transceiver and routing modules as it is shown in Fig. 1.

_CHAT MODULE

SHA (gnm ption & Decryption)

TRANSCEIVER MODULE

Recipient
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Destination
(Based on IP address)

ROUTING MODULE

Fig. 1. Proposed instant messaging secure model by Yusof and
Abidin (Yusof and Abidin, 2011)

Bodriagov and Buchegger (Bodriagov and Buchegger, 2011)
propose a new approach that combines asymmetric and
symmetric cryptography methods to encrypt the communication
channel. The proposed method does not have sufficient efficiency
and functionality for peer-to-peer social networks.

The paper is structured as follows: In section 2, encryption
tools that are used by different encryption methods are presented.
In section 3, instant messaging applications encryption methods
are presented. Section 4 presents results and discussion. Finally,
section 5 concludes the paper.

2. Encryption Tools

In this section, encryption tools such as Simp, DB Browser
for SQLite that are commonly used by different encryption
methods are presented.

4
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2.1. Simp

Simp® secures popular instant messengers such as Google
Talk, Yahoo, ICQ, AIM, MSN Messenger by encrypting text
messages and file transfers (“Secway,” n.d.). Simp can also
encrypt instant messages before they leave the client (“Secway,”
n.d.). Simp's configuration wizard user interface to select instant
messaging applications is presented in Fig. 2. Symmetrical
algorithms provided by Simp to encrypt messages can be listed as
(Barghuthi and Said, 2013):

AES (128 bits)

3DES (Triple DES, 128 bits)
CAST (128 bits)

Twofish (128 bits)

Serpent (128 bits)

Simp provides asymmetrical algorithms for authentication
and key agreement such as (Barghuthi and Said, 2013):

RSA (2048 or 4096 bits)
Diffie-Hellman
ElGamal/DSA

Elliptic curves

Fig. 2. Simp's configuration wizard user interface

Simp encrypts private keys with a password and a
symmetrical algorithm. Hence, the private key is not accessible
even the data is stolen (“Secway,” n.d.).

2.2. DB Browser for SQLite

DB Browser for SQLite” is an open-source cross-platform
tool to create, design and edit database files compatible with
SQLite® (“DB Browser for SQLite,” n.d.). SQLite is a powerful,
embedded relational database management system in a compact
C library (Owens, 2003). SQLite databases are commonly used
by mobile applications to store their artifacts such as message
content, contact list (Anglano, 2014; Mahajan et al., 2013). DB
Browser for SQLite graphical user interface is shown in Fig. 3.

http://sqlitebrowser.org

8 http://www.sqlite.org
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Fig. 3. DB Browser for SQLite graphical user interface (“DB Browser for SQLite,” n.d).

2.3. Wireshark

Wireshark® is a multi-platform, open-source network protocol
analyzer that captures, analyzes, and filters network traffic
(Kendall, 2007). Wireshark provides a graphical user interface to
start-stop packet capturing and analyze captured packets as it is
shown in Fig. 4. Barghuthi and Said (Barghuthi and Said, 2013)
used Wireshark to analyze instant message encryptions of several
instant messengers.

3. Instant Messaging Encryption Tools &
Methods

In this section, commonly used instant messaging encryption
tools and methods such as secure socket layers, off-the-record
messaging and private browsing are described.

3.1. Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) is the most widely deployed and
used security protocol on the internet that offers encryption,
source authentication and integrity protection for data exchanged
over insecure, public networks (Gupta et al., 2002). SSL has the
flexibility to accommodate different cryptographic algorithms for
key agreement, encryption and hashing (Gupta et al., 2002). SSL
has two main components:

e Handshake protocol provides negotiation between SSL
client and server in order to authenticate each other and
establish a shared master secret using public-key
cryptographic algorithms (Gupta et al., 2002).

e Record layer formats application protocol messages with
providing a header for each message and a hash that is
generated from Message Authentication Code (MAC)

®  https://www.wireshark.org
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(McKinley, 2003).

SSL handshake process is shown in Fig. 5 and its steps can be
listed as (“The good-to-know’s of SSL and SSL Certificates,”
2009):

e Browser requests a secure session from web server.

e Web server responses this request by sending its
certificate that contains information about the site and
the established connection such as certificate authority,
connection protocol version, and key exchange
mechanism.

e Ifthe browser verifies the certificate, it sends a one-time
session key that is encrypted with server's public key.

e Server decrypts this one-time session key using its
private key.
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Fig. 4. Wireshark graphical user interface
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Fig. 5. SSL handshake process

3.2. Off-the-Record (OTR) Messaging

Off-the-record (OTR) messaging is a software that provides
private conversations over instant messaging with providing
encryption, authentication, perfect forward secrecy, deniability
and integrity (Bonneau and Morrison, n.d.; Goldberg, 2006). OTR
uses a combination of AES symmetric-key algorithm with 128
bits key length, the Diffie-Hellman key exchange with 1536 bits
group size, and the SHA-1 hash function (“Off-the-Record
Messsaging,” 2014).
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3.3. Private Browsing

Private browsing keeps the entire browsing session private by
not recording your history of pages visited, by blocking all
cookies and temporary internet files that visited websites use
(Harvell, 2013; Schneider et al., 2009; Schneider and Evans,
2012). In addition to this, private browsing blocks all installed
third-party extensions by default. All modern web browsers such
as Google Chrome, Mozilla Firefox, Apple Safari, Opera, and
Microsoft Internet Explorer support private browsing. Authors
recommend to use web-based instant messaging applications in
private browsing mode.

4. Results and Discussion

Instant messengers' encryption methods differ through
installed devices. Barghuthi and Said (Barghuthi and Said, 2013)
compares instant messaging encrypting methods for three
different platforms: (1) Personal computers (PC), (2) web clients,
(3) mobile devices. Instant messengers' encryption methods are
compared through text conversations. Table 1 presents instant
messengers' encryption methods comparisons for PC and Table 2
presents instant messengers' encryption methods comparisons for
mobile.

Table 1. Comparison of instant messengers' encryptions for PC (Barghuthi and Said, 2013)

Messenger Text conversation sent over

internet
Skype Encrypted message
Facebook Web Plain text -
Messenger
Gmail Web Messenger  Encrypted message -
Yahoo Web Messenger Encrypted message

Text conversation after
encryption

Text conversation after
enabling SSL

Encrypted message -

Encrypted message

Encrypted message

Encrypted message -
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Messenger Text conversation sent over Text conversation after Text conversation after
internet encryption enabling SSL

eBuddy Web Plain text - Plain text

Messenger

Google Talk Web Plain text - Encrypted message

Messenger

Table 2. Comparison of instant messengers' encryptions for mobile (Barghuthi and Said, 2013)

Messenger Text conversation sent over
internet

Skype Encrypted message -

Facebook Web Plain text -

Messenger

Gmail Web Messenger  Plain text -

Yahoo Web Messenger Encrypted message

eBuddy Web Plain text -
Messenger
Google Talk Web Plain text -
Messenger

Text conversation after
encryption

Encrypted message

Text conversation after
enabling SSL

Encrypted message
Encrypted message

Encrypted message

5. Conclusion

Security requirements for instant messengers depend the
platform they target. For example, a web-based instant messenger
does not in need to store artifacts. But it is a critical process for
both PC and mobile instant messengers. These requirements can
be combined into a list such as:

e Messages should be sent through SSL protocol

e Web-based instant messengers should service over HTTPS

e If the browser does not support SSL protocol, Virtual Private
Network (VPN) should be used to connect a SSL proxy server

e Web-based instant messengers should be used in private
browsing mode

e Ifinstant messenger does not encrypt messages, an encryption
tool such as Simp must be used for security
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